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Threat Actors

* Criminals

* Hacktivist

* Insiders

* Nation States


Presenter
Presentation Notes
Criminal activity to either get money or Intellectual Property – Ransomware, Direct access to accounts, / industrial espionage 

Hacktivist – typically disrupt service or deface for a social or political motive

Insiders are the largest growing group over the past two years – typically disgruntled employees, former employees – financial gain, retribution…

Nation States – 
focused mostly on disruption of Critical Infrastructure through 
large scale industrial espionage
intelligence espionage (China, Russia, Iran), 
financial gain (North Korea, Russian state sponsored organized crime)
Subversion of democratic institutions and alliances 
	
	
Iran is the biggest unknown



Threat Landscape — Top threats

| Significant Impact
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* Phishing

e Ransomware

* DDoS
e APT
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Source SANS Institute



Threat Landscape — Top Vectors

1
Email attachment or link !

Web-based drive-by or download -1\7 '

Application vulnerability on user endpoints

Email Attachment/Link

([ D rive_ by O r d OW n I O a d Removable storage device (USB)

User endpoint misconfiguration or
configuration not up to date _|

Web Server/Web App

1

. Remote access service (VPN, RDP) compromise _
USB Drives

Third-party vendor or contractor connection _

-
Firewall/IDS/UTM misconfiguration or weakness _

7
DNS vulnerability -‘_
Cloud application or connection -

loT device I-

1
ICS system I-

Web server or web application vulnerability

-
Other Il
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Source SANS Institute



Threat Landscape — Time to Discover &
Remediate

m Unknown ™ <Thour ® 1-5hours m6-24hours m 2-7days
W 8-30days ™ 1-3months ™ 4-6 months 7-12 months

Discovery Remediation

Source SANS Institute



Trends

* Adversaries malware highly sophisticated and high impact
* Adversaries becoming more adept at evasion

* Adversaries weaponizing cloud services and legitimate
technology

* Adversaries exploiting undefended gaps in security, Internet
of Things (loT) and use of cloud services

* Adversaries exploiting NSA tool dumps



Trends

* Orchestrated Critical Infrastructure attack positioning

* Botnets continue to impact, infecting them with old/new
malware

* Hackers continue to go for the easy marks
* Low-cost attack methods with potentially high returns

* Ransomware appears to not be slowing down any time soon



Defenders Should Consider

* Implementing first-line-of-defense tools that can scale

* Adhere to policies and practices for patching
* Applications
* Systems
* Appliances

* Employing network segmentation to help reduce outbreak
exposures



Defenders Should Consider

* Patching

* Monitoring

* Detection

* Info Sharing (right not first)



Defenders Should Consider

* Info Sec integrated

* Design

e Supply Chain

e Operational Business/IT
* Info sharing -

* Best practices
* CTI

* Mutual Aid for Response & Recovery



The Value of Training and Exercising

* |[dentify gaps and potential improvements

* Bui
* Bui
* Bui
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s “muscle memory”
s Community
s Resiliency



Questions
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