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Welcome

Nicole Johnson, Planning, Mitigation, & Recovery
Supervisor

Pierce County Emergency Management



Presenter
Presentation Notes
Talking points:
This effort is bringing  together SMEs from various state and local disciplines to collaboratively discuss the Pierce County’s hazards and their impacts. 
Information discussed during this event will help inform individual jurisdiction Mitigation Plan updates, the County’s Hazard Identification and Risk Assessment, and supports the UASI THRIA.
Follow up conversations will address the county’s capabilities to respond to these hazards, and identify gaps for future planning, training, exercise, or equipment. 
Threat and Hazard identification process is the base line for any planning effort. To be effective in developing our mitigation strategies or projects, we must first understand the hazards we face in the community and their potential impacts. Additionally, through the mitigation plan update we are hoping that jurisdictions will work together on mitigation projects and strategies to jointly mitigate risk and reduce impacts in the county. 
Streamlining efforts in working with stakeholders to gather needed information for multiple programs (THIRA, HIRA, Hazard Mitigation, and capability assessments). 
This as a regional pilot (to be mimicked in UASI Area) and was designed to be saleable.
The goal of this regional effort is to develop a baseline hazard discussion template that both streamlines and supports our efforts in conducting risk assessments, emergency planning, capability assessments, and mitigation programs. (Much like AAR's and IP's)
Hoping that by facilitating this conversation partners will 
begin to think about potential mitigation strategies and projects
Identify projects funding’s sources other than mitigation funds 
 
Background:
60 participants across two days 
Targeted jurisdictions participating in Mitigation Plan updates (cites/towns, fire districts, hospitals, utilities, school districts, and private sector)
Hosting Subject Matter Experts (state and local) from various disciplines to: provide hazard education, discuss impacts, and identify programs or funding sources.
Workshop Structure:
Hazard specific sessions 
SME presentations on programs, capabilities, and funding sources. 
Facilitated discussion on impacts, mitigation strategies, and capabilities.



Agendao

» Hazard Presentations(15 min)
»Programs and funding

» Hazard Impacts Discussion
» |dentify mitigation strategies

» Capability Assessment (if fime allows)
»|dentify ways to close gaps



Objectives

At the end of Day 2, participants will:

®» Jnderstand how to Incorporate assessments
and data info mitigation plans

» Understand local and state hazard programs
and funding sources

®» Name some mitigation strategies



Presenter
Presentation Notes
Quick tie to Worksheet


Worksheet

Notable Impacts
Project ldeas (Scope)
~unding Sources

Partners
» General Notes



Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructuree
» Delivery of services?
®»Environmente

®»FECconomice



Presenter
Presentation Notes
General sources for impacts:
People
WA Department of Natural Resources or local EM 
Centers for Disease Control https://www.cdc.gov/disasters/disaster_resources.html

Property, Facilities, Infrastructure
Washington State Hazard Inventory and Vulnerability Assessment https://mil.wa.gov/other-links/enhanced-hazard-mitigation-plan
Historical and cultural areas of significance 

Delivery of services
Sector specific plans, real world incidents, after action reports (AAR’s), continuity of operations plans

Environment
Modeling, environmental impact studies, historical and cultural areas of significance 

Economic
Commodity flow studies, businesses


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercisee




How Do | Add This Information To My
Mitigation Plane

Profile Data Section 2: Profile Demographic analysis
Resources

Resources Section 4: Hazard Identification
and Risk Assessment
Section 5: Mitigation Strategies

Hazard Section 4: Hazard Identification

Specific and Risk Assessment

Questions Section 5. Mitigation Strategies
Section 6: Infrastructure

Capability  Section 3: Capability
Assessment  Section 6: Infrastructure
Questions



Presenter
Presentation Notes
Profile data resources can be used for mitigation plans, threat and hazard identification and risk assessments, vulnerability assessments, . 


Questions?e




Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructure?¢
» Delivery of services?
®»Environmente

®»[Fconomice



Presenter
Presentation Notes
Pandemic Flu

People physical impacts: The impact on citizens is acute illness, and depending on which disease they catch there could be respiratory problems, vomiting, diarrhea, sore muscles, joint pain, weakness, spitting up blood, coma, or death.
Psychological impacts: unknown. New to HIRA.
Property, facilities, and infrastructure: There should be no direct impact to property, facilities or the physical infrastructure. Indirect impacts could develop due to lack of maintenance on equipment, property or facilities. However, with an epidemic or pandemic, if the symptoms of the disease are severe, with many people requiring skilled nursing or hospital care, it would overwhelm the medical infrastructure.
Delivery of services: As staff stay home, because they themselves are ill, or they are caring for others, or because they fear contracting the disease, the ability of the County, or the other jurisdictions within it, to maintain delivery of services to their constituents could be severely limited. As the incidence of disease increases there could be a loss of operational continuity within individual departments.
Environment: Epidemics and pandemics do not normally disrupt the environment. As a human disease they infect humans, and in some cases, certain animals. The avian flu H1N5 has attacked certain bird populations with a high rate of morbidity and mortality.
Economic: Seasonal flu by itself causes considerable economic hardship due to lost productivity, high medical costs and lost wages. 


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercisee




Closing Comments

» Any |ast questionse
» Next steps




Day 2
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The goal of this regional effort is to develop a baseline hazard discussion template that both streamlines and supports our efforts in conducting risk assessments, emergency planning, capability assessments, and mitigation programs. (Much like AAR's and IP's)
Hoping that by facilitating this conversation partners will 
begin to think about potential mitigation strategies and projects
Identify projects funding’s sources other than mitigation funds 
 
Background:
60 participants across two days 
Targeted jurisdictions participating in Mitigation Plan updates (cites/towns, fire districts, hospitals, utilities, school districts, and private sector)
Hosting Subject Matter Experts (state and local) from various disciplines to: provide hazard education, discuss impacts, and identify programs or funding sources.
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Objectives

At the end of Day 2, participants will:

®» Jnderstand how to Incorporate assessments
and data info mitigation plans

» Understand local and state hazard programs
and funding sources

®» Name some mitigation strategies



Presenter
Presentation Notes
Quick tie to Worksheet


Energy Emergency /
Power Outage



Presenter
Presentation Notes
The Washington State Energy Office provides technical, analytical and policy support to the state on federal and regional energy policies and legislation. In addition, we manage federal and state energy grant programs. Staff review key energy issues and coordinate energy-related emergency response and preparedness for Washington state.

The Utilities and Transportation Commission (UTC) regulates the rates and services of passenger transportation companies, household goods movers, telecommunications companies, investor-owned electric utilities, natural gas and water companies, garbage-collection haulers, commercial ferries, pipeline companies, and a low-level radioactive waste repository.


Hazard Definitfions

» Fnergy Supply Alert: A situation which threatens to
disrupt or diminish the supply of energy, to the extent
that public health, safety, and welfare my be
jeopardized.

®» Fnergy Emergency: A situation in which the unavailability
or disruption of the supply of energy poses a clear and
foreseeable danger to the public health, safety, and
welfare.

®» clectricity

» petroleum distillates such as gasoline, diesel fuel, aviation fuel,
heating ol

» propane

» nafural gas


Presenter
Presentation Notes
Both are declared by the governor through executive order
Makes available extraordinary powers that can be used to respond to an emergency
Both Convenes the Joint Committee on Energy Supply and Energy Conservation to review and comment on the governor’s recommended response plans
Emergency powers available under an Energy Supply Alert address state and local governments.     
By declaring an Energy Supply Alert, the state recognizes that emergency conditions have worsened, and that expanded measures are needed to address the crisis.   



Grants

» Growth Management Services
» Critfical Areas Ordinance

» 100 year floodplain element

» Natural hazard reduction element

®» | ocal Government Division

» Community Development Block Grant program

» Pyblic Works Board

» Pyblic works trust fund - consfruction loans, emergency
loans

» Nifps:.// www.commerce.wa.gov/open-grants-loans/



Presenter
Presentation Notes
I’m going to reference EMD’s potential sources of funding and mitigation capability chart that I’ve been sending out to folks and then I’ll pull up the website and show people some of the other programs. If there is any specific guidance, tricks, or warnings about the website please let me know.

https://www.commerce.wa.gov/open-grants-loans/

Programs and Services: Planning

» Energy Emergency Planner with State Energy
Office *New Position*

» Regional Resiliency Assessment Program through
DHS hitps:.//www.dhs.gov/cisa/regional-resiliency-
assessment-program

» Mapping tool for utilities and state emergency
management to frack power outages and
restoration.



Presenter
Presentation Notes
The Regional Resiliency Assessment Program (RRAP) is a cooperative assessment of specific critical infrastructure within a designated geographic area and a regional analysis of the surrounding infrastructure to address a range of infrastructure resilience issues that could have regionally and nationally significant consequences. These voluntary, nonregulatory RRAP projects are led by the Department of Homeland Security and are selected each year by the Department with input and guidance from federal, state, and local partners.
Activities: 
Voluntary facility and security surveys (tie to section 6 in Mitigation Plan)
First responder capability assessments
Targeted studies and modeling (tie to section 4 in Mitigation Plan)
Subject matter expert workshops (tie to section 5 in Mitigation Plan)

Think of your hazard mitigation plan as a mitigation action plan that can be implemented in the moment. Guides recovery efforts, no guidance or best practices identified for decision-making between restoration and resilience activities. 


https://www.dhs.gov/cisa/regional-resiliency-assessment-program

Programs and Services: Planning

» Planning (efforts in progress)
»EMmergency Support Function 12 (Jill Nordstrom is lead)
» Fnergy Emergency Plans
»Fyel Action Plan

»Petroleum

» Jet Fuel

»Fnergy Assurance Plan
»Natural Gas
» Flectricity

»Fuel Supply Chain Program



Presenter
Presentation Notes
The Regional Resiliency Assessment Program (RRAP) is a cooperative assessment of specific critical infrastructure within a designated geographic area and a regional analysis of the surrounding infrastructure to address a range of infrastructure resilience issues that could have regionally and nationally significant consequences. These voluntary, nonregulatory RRAP projects are led by the Department of Homeland Security and are selected each year by the Department with input and guidance from federal, state, and local partners.
Activities: 
Voluntary facility and security surveys (tie to section 6 in Mitigation Plan)
First responder capability assessments
Targeted studies and modeling (tie to section 4 in Mitigation Plan)
Subject matter expert workshops (tie to section 5 in Mitigation Plan)

Think of your hazard mitigation plan as a mitigation action plan that can be implemented in the moment. Guides recovery efforts, no guidance or best practices identified for decision-making between restoration and resilience activities. 



Training & Exercise Programs and
Services

= Training
®» Fmergency Support Function 12 - Response Team

» Training to Department of Commerce Director, Joint Committee
Energy Supply and Energy Conservation, governor's office

®» Exercises

» [F-[SAC/ NERC's Grid Security Exercise (GridEx) is an opportunity for
utilities to demonstrate how they would respond to and recover from
simulated coordinated cyber and physical security threats and
incidents, strengthen their crisis communications relationships, and
provide input for lessons learned. The exercise is conducted every
two years.

https://www.nerc.com/pa/ci/cipoutreach/pages/aridex.aspx



Presenter
Presentation Notes
https://www.nerc.com/pa/ci/cipoutreach/pages/gridex.aspx

I may skip this slide and come back to it later in the discussion.  

https://www.nerc.com/pa/ci/cipoutreach/pages/gridex.aspx

Resources

» Grants hitps:// www.commerce.wa.gov/open-grants-loans/

» EFnergy Office hitps://www.commerce.wa.gov/growing-the-
economy/eneragy/washington-state-energy-office/

» Critical Infrastructure Vulnerability Assessments
hitps://www.dhs.gov/CISA

» National Infrastructure Advisory Council (NIAC)
https://www.dhs.gov/national-infrastructure-advisory-council

» North American Electric Reliability Corporation (NERC)
hitps:.//www.nerc.com/pa/Pages/default.aspx

» FEMA Region 10 Power Grid Risk Profile hitp://www.starr-
team.com/starr/RegionalWorkspaces/ReaionX/mitigationplanning/
Shared%20Documents/PrivateSector/FEMA RegionX Power Grid Ri
sk_Profile 2019 Final.pdf



Presenter
Presentation Notes
The President’s National Infrastructure Advisory Council (NIAC) comprises senior executives from industry and government who own and operate the critical infrastructure essential to modern life. At the President’s request, NIAC members volunteer their time to study physical and cyber risks and recommend solutions that reduce risks and improve security and resilience. Members draw upon their deep experience, engage national experts, and conduct extensive research to discern the key insights that lead to practical federal solutions to complex problems. Since 2001, the NIAC has conducted 30 in-depth studies resulting in almost 300 recommendations to improve critical infrastructure security and resilience. – Catastrophic Power Outage Study https://www.dhs.gov/sites/default/files/publications/NIAC%20Catastrophic%20Power%20Outage%20Study_508%20FINAL.pdf

NERC Oct 2018 Lessons Learned Quick Reference Guide https://www.nerc.com/pa/rrm/Documents/Lessons_Learned_Quick_Reference_Guide.pdf 

https://www.commerce.wa.gov/open-grants-loans/
https://www.commerce.wa.gov/growing-the-economy/energy/washington-state-energy-office/
https://www.dhs.gov/CISA
https://www.dhs.gov/national-infrastructure-advisory-council
https://www.nerc.com/pa/Pages/default.aspx
http://www.starr-team.com/starr/RegionalWorkspaces/RegionX/mitigationplanning/Shared%20Documents/PrivateSector/FEMA_RegionX_Power_Grid_Risk_Profile_2019_Final.pdf

Contact

Elizabeth “Eli"” King CEM, MEP, MHA
Emergency Manager

State Energy Office

Department of Commerce

Elizabeth.kihg@commerce.wa.gov
Direct: (360) 764-0126



mailto:Elizabeth.king@commerce.wa.gov

Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructuree
» Delivery of services?
®»Environmente

®»FECconomice



Presenter
Presentation Notes
Energy Emergency 
People physical impacts: An extended loss of electrical power can pose some significant challenges for people within the affected areas. Rural areas are lower priority for reestablishment of service and therefore people
in these areas tend to experience the impacts of power outages longer than those in the cities. Children, the sick and the elderly are more vulnerable to the impacts of power outages as well as the poor. Perishable foods in the refrigerator can become unsafe to eat within hours without power. Food in a freezer may be viable for up to two days. 
Psychological impacts: Unknown. New to HIRA.
Property, facilities, and infrastructure: A shortage or reduced availability of fuel resources should not have a significant impact on property, facilities or infrastructure across the county. On the other hand, a solar storm could
impact the electric grid, damaging transformers, telecommunication lines and pipelines of which many portions may no longer be fixable.
Delivery of services: The worst case scenario for the county is a long term electrical outage combined with a shortage or loss of available gasoline or diesel fuel sources. The longer this situation lasts the greater the impact will be on county operations and especially its ability to deliver critical services. Back-up power generation capability will eventually fail as generators run out of fuel. Hospitals, emergency services, emergency communication and other critical county capabilities will be reduced significantly without external assistance. Community health risk increases as sewage treatment and water delivery systems begin to fail. County agencies that rely on automated systems to maintain operations will be forced to reduce or stop operations until system power can be restored. The county’s ability to support vulnerable populations will likely be significantly impacted the longer this scenario continues.
Environment: The lack of energy by itself will not be detrimental to the environment. Rather it will be the impact of failing systems and individuals attempting to overcome the lack of energy. Systems such as waste water treatment, off-gas scrubbers from coal or oil fired industrial furnaces, electrostatic air filtration systems and others require large amounts of energy to function. A reduction or loss of energy resources can cause these systems to fail, which may result in unfiltered discharge of toxic substances into the local environment. If the emergency is caused by reduced availability of gasoline or diesel fuel, hoarding may become a problem. The environmental concern is the storage of potentially large quantities of
fuel in containers that were not designed for it. Spills and leaks of fuel into the ground water and river systems may be an issue. If these things happen, they will increase the overall recovery cost of the emergency.
Economic: Analyses from electrical outages across the country indicated that a 30 minute loss of power can result in an average fiscal loss of nearly $16,000.00 for a medium or large industrial company. That loss climbs to $94,000.00 for an eight hour interruption. An analysis of various storm related electrical outrages put the total annual loss to the US economy between $20 billion and $55 billion.


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercise?




Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructure?¢
» Delivery of services?
®»Environmente

®»[Fconomice
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Dam Failure

People physical impacts: The impact from any catastrophic failure would be similar to that of a flash flood. There will be a surge of water and then with most dams the quantity will taper off relatively quickly. Lives could be lost. There could be injuries from impacts with debris being carried by the flood. With the cold water and cold air temperature for much of the year hypothermia could exacerbate many of the problems for those rescued and contribute to the number of drowning deaths.
Psychological impacts: Unknown. New to HIRA.
Property, facilities, and infrastructure: For large dams, like Alder, La Grande and Mud Mountain scouring could go for miles and damaged infrastructure may be found all the way to Puget Sound. Depending on the quantity of water, the force caused by its onrush can take out buildings, power lines including the towers, and rip up roads. A large dam with a high head of water could effectively scour the terrain below it for miles, taking out all buildings, and other infrastructure.
This scouring force could also erode soil and any buried pipelines in the steeper portions of the valleys.
Delivery of services: Continuity of operations for any jurisdiction outside the direct impact area could be very limited. Unlike most flood situations, a dam failure’s impact will be constrained to an area within a single watercourse. In addition, the failure, while sending a surge of water down the individual watercourse will not usually continue to send water down over an extended period of time. There will be a surge of water and then with most dams the quantity will taper off relatively quickly.
Environment: In the other extreme, the scouring action of a large quantity of water will destroy all vegetation in its path, for a very large dam even taking out forested areas. Like any flash flood, this will destroy any wildlife caught in the flow. Fish habitat including spawning beds could be destroyed. Unlike most floods the force of the water from a large dam failure will have a major scouring impact on portions of the valley. In some areas it will take off most if not all topsoil limiting the ability of the environment to return to normal.
Economic: Impacts would be to the owner of the dam and potentially to a small local group, probably geographically located directly downstream from the dam. The area they impact would be so small and in most cases isolated that a failure of one would go almost unnoticed by the rest of the County. A couple of the worst case scenarios include a failure of Mud Mountain Dam or Alder Dam during peak storage. Either of these could not only kill many people, but could irrevocably damage the infrastructure. Roads and bridges would be lost. This includes damage to the main north-south corridor of Interstate 5. 


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercise?




Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructure?¢
» Delivery of services?
®»Environmente

®»[Fconomice
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Transportation Accidents

The impacts of a major transportation accident, although varying depending on the type of accident and the vehicles involved, will have similar factors. Differences between them are discussed as necessary. See Pierce County HIRA for more information. 
People physical impacts: Traumatic injuries and possible burns are the primary results. For the survivors of a major incident, with a large number of dead and injured, post-traumatic stress syndrome (PTSS). The threats to the health and safety of personnel responding to the scene of transportation accidents depend on the environmental factors associated with each incident. Threats include: inhalation or contact with hazardous chemicals, fire, explosion, and in water rescues, drowning and hypothermia.
Psychological impacts: 
Property, facilities, and infrastructure: Impact to the continuity of operations and the delivery of services to the public will depend on the type of transportation and the location. Other types of marine accidents, unless combined with an explosion or hazardous chemical spill, will probably not impact service delivery or the continuity of operations. 
Delivery of services: Impact to the continuity of operations and the delivery of services to the public will depend on the type of transportation and the location. 
Environment: While the normal spill from accidents on the roads and highways of the County can cause minor environmental damage, it seldom covers more than a few dozen square meters and after some clean up the environmental damage is not permanent and will heal over time. Aircraft may contain a large quantity of fuel and in many accidents this will burn causing local fire damage. Those accidents that might include a large chemical spill and/or fire from a train, aircraft, or a truck accident may take months or years to be resolved.
Economic: The economic impacts from any transportation accident are directly related to its impact on the ability for businesses and industries to move their goods into, through, or out of the County.


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercise?




Hazard Specific Questions
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hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:
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» Delivery of services?
®»Environmente

®»[Fconomice
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Hazardous Materials / Pipelines

People physical impacts: Depending on the hazardous material(s) involved, the quantity, proximity of exposures and the current environmental factors during the time of the incident, the impact to persons in the affected area may range from negligible to fatal. Initial reactions to inhaled hazardous gasses may include respiratory problems, burning sensation in the mouth, nose, and eyes, loss of consciousness, dizziness, suffocation and death. Some substances in a solid or liquid state can be absorbed through the skin. Others, like caustics and acids, may cause burns on contact. For some chemicals there are residual problems that might not present themselves for years. Some of these leave lung lesions or impact other internal organs. These may result in late the development of emphysema or various cancers.
Psychological impacts: Unknown. New to HIRA. 
Property, facilities, and infrastructure: Hazardous material spills may contaminate a facility so that it must undergo extensive cleaning, or in the case of some radioactive materials, abandoned permanently. They may ignite or explode, destroying any object in their proximity. They may corrode facilities or infrastructure leaving it in need of replacement.
Delivery of services: Most hazardous materials spills will impact a limited area. If within that area are governmental operations that may be impacted then there could be a decrease in the delivery of services. If the chemical is such that an area must be closed for a lengthy period of time or destroys the method of service delivery then for the necessary services to be maintained new routing or a new method of delivery will need to be developed.
Environment: The damage caused by both of these spills to the environment has taken many years to overcome and residual impacts may still be felt.
Economic: The economic consequences of a large hazardous material spill can be wide ranging and can last for years. Financial problems are dependent on the chemical(s) released; the size of the spill; the number and size of the businesses impacted; the number of homes impacted or destroyed; which pieces of infrastructure have been impacted; and, the complexity of, and length of time to complete, the cleanup.


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercise?




Hazard Defined

® |nfrastructure and structural collapse
and/or failure
» Structural collapse or failure of buildings and

other critical infrastfructure such as bridges,
water, sewer, or power lifelines.



Presenter
Presentation Notes
For the workshop we only focused on Cyber. The following slides on infrastructure are provided for interested parties. 

Notes from Seattle Hazard Inventory and Vulnerability Assessment (draft March 2019) for infrastructure and structural collapse and/or failure. Not in Pierce County HIRA but is under consideration to be added. Additional details about this hazard are below. 

Section comprises of failures in the built environment. Their causes are mostly accidental but can be deliberate when used as a means for terrorism. Engineering advances have dramatically improved safety, but Seattle still has many older transportation and infrastructure systems that were not built to modern safety standards. These systems require extra maintenance. 

Structural collapse and/or failure. This chapter includes structural collapse or failure of buildings, dams, and other critical infrastructure such as bridges, and water, sewer, or power lifelines. There are no dams in Seattle, but the City owns a dam south of the city. If this dam failed, the biggest consequence would be flooding in the Duwamish Valley. Seattle is especially vulnerable to bridge collapse due to central role they play in connecting Seattle’s transportation network to other areas. Western Washington has had four high profile bridge collapses since 1940. The Seattle Department of Transportation has an active bridge inspection and retrofit program. 

Infrastructure is the network of structures, utilities, and facilities that supply and support our basic needs for mobility, power, water, sewer, and communications. This chapter encompasses infrastructure failures that can rise to the level of a disaster: bridge collapse, building collapse, crane collapse, dam failure, main breaks, pipeline failure, steam pipe explosions, industrial system failure, accidents at nuclear plants, and similar events. 

Causes of infrastructure failure can be structural fatigue, such as increased carrying loads on bridges, corrosion of materials due to environmental exposure, erosion, and stress beyond what the system was designed to do. Infrastructure failures can also be a result of human error or accidents that occur during a construction phase. Workers can accidentally damage utility mains, errors can be made in the building’s construction that cause failures later on, and construction equipment, such as cranes or scaffolding, can fail and collapse. Infrastructure failures are unavoidable, and often unpredictable. Even if our entire infrastructure system was in top shape, there would still be construction accidents, operations errors, design flaws, and unanticipated environmental issues. 



Funding

» Department of Commerce
hitps:.//www.commerce.wa.gov/building-
iInfrastructure/pwb-resources/

» |nfrastructure Assistance Coordinating Councll
hitp://www.infrafunding.wa.gov/

®» Department of Homeland Security
hitps:.//www.grants.gov/learn-granis/grant-making-
agencies/depariment-of-hnomeland-security.html



https://www.commerce.wa.gov/building-infrastructure/pwb-resources/
http://www.infrafunding.wa.gov/
https://www.grants.gov/learn-grants/grant-making-agencies/department-of-homeland-security.html

Critical Infrastructure Resources

» American Society of Civil Engineers (ASCE) Infrastructure Report Card
hitps.//www.infrastructurereportcard.org/state-item/washington/

» Risk and Infrastructure Science Center https://www.gss.anl.gov/center-
for-risk-and-infrastructure-sciences-overview/

» EPA Drinking Water and Wastewater Resilience
hitps.//www.epa.gov/waterresilience

» Nhitps://www.epa.gov/sites/production/files/2016-08/documents/160815-
hazardmitigationfornaturaldisasters.pdf

» National Critical Infrastructure Protection Plan (guiding document from
the feds)

» Analysis of Critical Infrastructure Dependencies and Interdependencies

» Guide 1o Emergency Management Information Portals that are
relevant to critical infrastructure



Presenter
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Notes
First bullet information can be added to Section 2 the profile. It can also be taken into consideration when prioritizing your mitigation strategies.

The interconnectedness of infrastructure systems — both physical and cyber — coupled with factors including evolving manmade threats, climate change, population shifts, and aging infrastructure, amplify the risk to infrastructure and community resilience. The Risk and Infrastructure Science Center (RISC) researches, designs, and delivers scientific tools and methodologies to inform decision making regarding the most challenging security, risk, and resilience problems. Argonne National Laboratories.

Healthy, secure communities require clean drinking water and sanitary waste treatment. EPA provides water utilities with tools and strategies needed to improve drinking water and wastewater system resiliency to disasters, and to quickly recover from contamination involving chemical, biological, radiological, (CBR) agents. EPA also helps water utilities to enhance the cyber-security of their water systems. 

EPA researchers continue to develop software tools that can help water utilities respond to contamination incidents, as well as to mitigate the effects of these incidents. The response tools include Water Security Toolkit, TEVA-SPOT, CANARY and the EPANet extensions, which can assist with optimizing and implementing response actions in real–time. The tools include the ability to identify:
a contaminant source
optimal sampling locations
optimal flushing locations
valves that could be opened or closed to isolate the contaminant
locations where disinfectants or decontaminating agents could be added
EPA has collaborated with the American Water Works Association (AWWA) to develop contingency plans in the event of a large–scale disaster. Planning for an Emergency Drinking Water Supply  has recommendations on planning for alternative drinking water sources and water and wastewater treatment.

Fourth bullet includes mitigation recommendations for utilities and sewer for flood, EQ, Drought, Wildfire, Tornado, and Power Outage. 


Resources from Tristin Allen

Guide to EM Info Portals https://www.mil.wa.gov/uploads/pdf/emergency-management/emergency-management-information-portals.pdf

Analysis of Critical Infrastructure Dependencies and Interdependencies http://www.ipd.anl.gov/anlpubs/2015/06/111906.pdf

https://waseocgis.maps.arcgis.com/apps/MapSeries/index.html?appid=e278e4644905454fbde54125d5ff69d0

You can access the secured version (with all infrastructure facilities on a map) here: https://wise.wamil.us/wmd/home/
You’ll need to request an account here: https://wise.wamil.us/MyWSAT35/register.aspx 

The most current national data set maintained by the feds is called Homeland Infrastructure Foundation-Level Data (HIFLD). It comes in two formats, the secure version contains a larger set of facilities with greater detail:
HIFLD Open: https://hifld-geoplatform.opendata.arcgis.com/ 
HIFLD Secure: https://gii.dhs.gov/HIFLD/data/secure/ . I would request access to this dataset once you are an authorized PCII user.


https://www.infrastructurereportcard.org/state-item/washington/
https://www.gss.anl.gov/center-for-risk-and-infrastructure-sciences-overview/
https://www.epa.gov/waterresilience
https://www.epa.gov/sites/production/files/2016-08/documents/160815-hazardmitigationfornaturaldisasters.pdf
https://www.dhs.gov/sites/default/files/publications/national-infrastructure-protection-plan-2013-508.pdf
http://www.ipd.anl.gov/anlpubs/2015/06/111906.pdf
https://www.mil.wa.gov/uploads/pdf/emergency-management/emergency-management-information-portals.pdf

Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The region?

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructuree
» Delivery of services?

®» Fnvironmente

®»FECconomice
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Infrastructure and structural collapse and/or failure
People physical impacts: 
Psychological impacts: 
Property, facilities, and infrastructure: 
Delivery of services: 
Environment: 
Economic: 

Cyber
People physical impacts: 
Psychological impacts: 
Property, facilities, and infrastructure: 
Delivery of services: 
Environment: 
Economic: 


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercisee




Terrorism Defined

» A ferrorist incident is a violent act or an act
dangerous to human life, in violation of the
criminal laws of the United States, or of any
state, fo intimidate or coerce a government, the
civilian population, or any segment thereof, in
furtherance of political or social objectives. It s
broken down into domestic and international.
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Terrorism Programs

» Urban Area Security Initfiative Grant Program

» Threat and Hazard Identification Risk Assessment and
Stakeholder Preparedness Review

https://www.fema.gov/threat-and-hazard-identification-
and-risk-assessment

» \Washington State Fusion Center performs threat
assessments and information management services
Including supporting the protection of crifical
Infrastfructure and key resources.
hitp://www.wsfc.wa.gov/About
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Protection Mission Area
THIRA process through UASI, SHSP, CCTA


https://www.fema.gov/threat-and-hazard-identification-and-risk-assessment
http://www.wsfc.wa.gov/About

Terrorism Scenario SAMPLE (1/6)

®» Hate groups are espousing ‘leaderless resistance’ for
fighting mulficulturalism and political correctness. Social
media platforms contribute to the radicalization of these
hate groups and to the growth of a nationalist
movement. Punctuated violence highlights the
externalization of ills blamed on multiculturalism and
aligns with indicators of mass violence (e.g. violent
fantasy content in writings, drawings or within
reading/viewing violence; anger problems; fascination
with weapons/accoutrements; boasting/practicing
fighting; interest in previous shootings; victim/martyr self-
concept; and acting out violence and cruelty).




Terrorism Scenario SAMPLE (2/6)

» Anonymous and disparate connections with online
extremism content has become mainstream within
wide spectrum of hate groups. This complex social
online movement harbors grievance, animosity and
a belief of injustice especially against those
considered immigrants or from marginalized
communities. Within the Seattle region, a small
network of hate supremacists is ideologically
motivated by a strategy of violence. The group'’s
goals include racial, ethnic supremacy; opposition
to government authority; and end of current open
border immigration practice.




Terrorism Scenario SAMPLE (3/6)

» Across the spectrum of national immigration rallies, a
concurrent Seattle rally is met by counter-protesters. The
purpose of the counter-protest is to actively draw attention
from nearby media outlets away from the rally to actively
seeking to disrupt the rally by conflict of a non-violent or
violent nature. Emerging counter-protest tactics include
distraction, disruption and diversion.

®» Reports are received of a small rental truck parked illegally on
the street near the Seattle immigration rally; one report
identified the fruck as appearing to be ‘loaded too
heavy'....'springs have slight curve'....’very little clearance
between axle and rubber bumpers attached to the frame’.




Terrorism Scenario SAMPLE (4/6)

®» |[mmigration centers, refugee affairs offices in Tacoma, Seattle
and Everett receive telephone calls from a spoofed phone
number declaring ‘war’ on ‘illegals’ and threatening ‘we also
have several (deterrents) in place including car bombs in
parking lots and on side streets’. The message stated “we”
want to watch as these bombs ‘level everything in (a) 400
yard radius’.

» Supporters have hijacked websites, social media forums with
hate videos, vitriol, and propaganda statements identifying
‘war’ on non-white immigrants.

» A two-person team (man and woman) ascends into an
iconic business building/facility posing as tourists; at the
viewing level/viewing promenade, the team opens fire on
tourists and rigs the elevator/stairwell with explosives.



Terrorism Scenario SAMPLE (5/6)

» Calls are received identifying suspicious parked ‘rideshare’
vehicles near ferry terminals, homeless encampments, and
houses of worship (mosques and synagogues).

» Several downtown hotels and retail towers are reporting
incidents of shootings. Callers describe situations varying from
a single shooter to an apparent team of shooters. Police are
attempting to discern the scope of shootings, locations and
types of weapons being used; however, communication is
sporadic, chaotic and overwhelming emergency call
centers.

®» An apparent tfeam of shooters have indiscriminately shot and
kiled pedestrians before retreating into a hotel and taking
hostages.



Terrorism Scenario SAMPLE (6/6)

» Security officers at a Seattle pier facility report a large fruck
crashed through a terminal gate; gunshots and small
explosions have occurred.

®» A security check finds an unattended backpack inside Pike
Place Market walkway; a cursory check of the backpack
revealed several clear, sealed plastic bags containing a gray
mash-like substance along with several baby-food type jars
filled with the mash. One plastic bag was found to be
opened and contained a small amount of white powder.

» An unattended backpack left inside a Metro bus explodes.



Hazard Specific Questions

» \What are some notable incidents where this
hazard occurred in our jurisdictione The regione

» \What is the impact in terms of:

»Peoplee Citizens and responders (physical and
psychological)

» Property, facilities, infrastructuree
» Delivery of services?
®»Environmente

®»FECconomice
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Terrorism
For the purposes of this section we will be considering the damage done by a terrorist attack on infrastructure and/or a large group of individuals rather than an incident focusing on an individual, family, or small group. Although these are still significant events, this assessment seeks to define the impacts to the greater county and its population. It must be noted that the scale, nature, methods and level of success of attacks are all variables that will directly affect the impacts.
People physical impacts: Impacts on people will vary depending on the type and scale of incident. The most anticipated would be something involving an explosive device configured to create large amounts of flying debris or shrapnel. These events tend to cause the most casualties at the time of detonation or very shortly afterward. The second most anticipated method of attack would involve an attempted mass shooting or combination of an explosive device and a shooting. This type of complex attack can result in a significant number of dead and wounded at the attack site. Personnel responding to the scene of a terrorist incident will be exposed to the same environmental factors as those who survived the initial attack. In many cases the exposure could be for a much longer period of time, possibly leading to a high rate of physical or mental illness.
Psychological impacts: Survivors may develop psychological problems or contract long term physical ailments as happened to many of the survivors of the 9-11 attacks.
Property, facilities, and infrastructure: 
Delivery of services: Continuity of operations and the delivery of services to the public largely depend on the type, location and scale of attack and its effects. If it is directly focused on one portion of the infrastructure and is successful, then the delivery of services could be extremely impacted. Examples include: destruction of the Narrows bridges; blowing up Tacoma’s water pipeline from the Green River; destroying one or more of the hydroelectric dams supplying electricity to
thousands of customers.
Environment: The degree of environmental damage will be dependent on the type, scale and method of attack. Comparatively little environmental damage will result from traditional explosives in public places or individual lone-wolf attacks on people or organizations. On the other end of the scale, those incidents that release some kind of contaminant can cause a great deal of lasting environmental damage. Train derailments carrying hazardous cargo, pipeline destruction, sinking of the oil barges in Puget Sound and blowing up one of the large petroleum storage tanks in the Port of Tacoma are all incidents that could adversely impact the environment for years. Traditionally most terrorists have not focused on damage to the environment as one of their goals. That could change with time.
Economic: incident medical and personal recovery costs could be financially devastating. As already stated, one of the key things that many contemporary terrorists focus on is the financial impact of their operations. They have become aware that that they can hurt a society or group by a direct attack on its members and by striking at the economic underpinnings of a society or organization.


Capability Assessment Questions

Based on the impacts we discussed, what gaps
do we have in the areas of:

» Planninge

» Organization (mutual aid, policies)?
» Fquipmente

» [raininge

» Fxercisee




Civil Disturbance

» Civil Disturbance: means acts of violence and disorder
prejudicial to the public law and order. Civil unrest is the
result of groups or individuals within the population
feeling, rightly or wrongly, that their needs or rights are
not being met, either by the society at large, a segment
thereof, or the current overriding political system. When
this results in community disruption to the extent that
infervention is required to maintain public safety, it has
become a civil disturbance. Civil disturbance may be a
cascading consequence of the impacts from a natural
disaster as demonstrated in Hurricane Katrina.

» Can include: riots, acts of violence, insurrections, unlawful
obstructions, protests or assemblages.
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https://www.securitymagazine.com/articles/88297-when-critical-infrastructure-encounters-civil-unrest
Mitigation efforts are designed to reduce the impacts of a security event on human life and damage to company property. The measures listed here provide an organization with the ability to reduce impacts that may occur during civil unrest.
Threat Identification: Maintain active awareness of protests and movements in an organization’s area of responsibility. Social media contractors may be especially helpful in providing an early warning system by datamining social media posts associated with civil unrest to identify times and locations of planned events and associated actions that are identified.
Government/Law Enforcement Relationships: Government and local law enforcement (LLE) should have access and a detailed understanding of an organization’s facility. Introducing an organization’s key personnel to law enforcement is especially beneficial as it gives first responders a good idea what is critical or dangerous to the public. Law enforcement’s integration into existing plans should occur well in advance of events. Traffic considerations are especially important, as this aids in keeping key routes open and safe.
Signage: Delineate property lines to prevent confusion and provide clarity to both protestors and law enforcement at what point trespassing occurs.
Highly Visible Security: Visible security measures can deter aggressors. Perimeter-focused monitoring, placement of security personnel, and increased illumination can make people reconsider the difficulty of entering or damaging a facility.
Facility Hardening: Perimeter security such as walls, fences and restricted areas should be well defined and in proper working order. Additionally, standoff distance between demonstrators and company buildings and facilities should be created. Improvements to ground floor glass could mitigate building damage.
Mutual Aid Agreements: Damage to equipment and the inability to resupply can be addressed through the establishment of mutual aid agreements to provide assistance if local resources are not available.
Intelligence Sharing and Security Services: Security managers should establish intelligence sharing processes to receive, distribute and share intelligence on potential civil unrest activities. This information, along with law enforcement briefs and damage reports, should be used to update executives within the C-Suite.
Cost-Benefit Analysis: Selling the costs of protection is a challenge for both security managers and critical infrastructure executives. While many practitioners point to hazard mitigation as a $4:$1 ROI, security managers need to show their ability to protect not only assets but also a company’s reputation.



March tor Workers and Immigrant Rights

» £ Comité and the May 1st Action Coalition are holding the 20th Annual
March for Workers and Immigrant Rights on May 1, 2019, in Seattle,
Washington. International Workers Day, also known as “May Day,” is a day
dedicated to advocate for fair working conditions and workers rights.

» The March for Workers and Immigrant Rights has historically been peaceful;
however, in past years a small group of agitators not associated with the
March for Workers and Immigrant Rights have engaged in nefarious activity
at the conclusion of the event. The WSFC remains concerned that outside
groups and individuals could see May Day as an opportunity to vandalize
commercial facilities, commit arson, or engage in targeted violence
towards law enforcement and opposing groups. The WSFC will continue to
monitor any threats to May Day activities and notify partners if necessary.

» A DHS review of previous attacks in the United States and Europe since 2015
identified five common factors that potentially influenced target
attractiveness: presence of large crowds, public accessibility, limited egress
routes, gaps in security response capabilities, and the ability to time attacks
to maximize casualties.
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Hazard Specific Questions

» \What are some notable incidents where this hazard
occurred In our jurisdictione The regione

» \What is the impact in terms of:

» Pcople? Citizens and responders (physical and
psychological)

» Property, facilities, infrastructure?

» Delivery of services?
» Fnvironment?e
» FCconomic?e
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People physical impacts: Civil Disturbances can lead to injury and death for both the citizens involved and innocent bystanders. This can be from conflict between groups or between protesting groups and the legal authorities as well as the direct result of property destruction actions.
Psychological impacts: 
Property, facilities, and infrastructure: Property may be damaged or destroyed by those fomenting the unrest. Depending on the scale of the protests this could range from broken windows, burnt refuse bins and spray painted graffiti to
destruction of major pieces of infrastructure. Essentially any major facility could be damaged by a large enough contingent bent on harming or destroying the infrastructure.
Delivery of services: The blocking of roads, taking over of buildings, threats against personnel, and destruction of property all could impact operations and the normal day-to-day delivery of services.
Environment: Environmental damage is highly dependent on the size and focus of the civil disturbance. Generally speaking there is little or no damage to the environment. Litter, broken windows and spray painted graffiti create little environmental damage. On the other hand, a civil disturbance that turns destructive and attacks infrastructure that includes hazardous chemicals or starts fires could cause extensive environmental damage.
Economic: The loss in confidence by local residents and/or businesses could lead to depopulation in the impacted area and/or an exodus of business and capital from not just the directly impacted area, but also surrounding areas that might have been tainted by the actions nearby.



Mitigation (1/2)

Mitigation efforts are designed to reduce the impacts of a security event
on human life and damage to company property. The measures listed
here provide an organization with the ability to reduce impacts that may
occur during civil unrest.

» Threat Identification: Mainfain active awareness of profests and
movements in an organization’s area of responsibility. Social media
contractors may be especially helpful in providing an early warning
system by datamining social media posts associated with civil unrest to
identify times and locations of planned events and associated actions
that are identified.

» Government/Law Enforcement Relationships: Government and local
laow enforcement (LLE) should have access and a detailed
Unders’rcmdmg of an organization’s facility. Infroducing an
organization’s key personnel to law enforcement is especially
beneficial as it gives first responders a good idea what is critical or
dangerous to the public. Law enforcement’s integration into existing
plans should occur well in advance of events. Tratfic considerations are
especially important, as this aids in keeping key routes open and safe.




Mitigation (2/2)

= Signage: Delineate property lines to prevent confusion and provide clarity to
both protestors and law enforcement at what point frespassing occurs.

= Highly Visible Security: Visible security measures can deter aggressors.
Perimeter-focused monitoring, placement of security personnel, and increased
illufminlc’rion can make people reconsider the difficulty of entering or damaging
a facility.

» Facility Hardening: Perimeter security such as walls, fences and restricted areas
should be well defined and in proper working order. Additionally, standoff
distance between demonstrators and company buildings and facilities should
(tj>e created. Improvements to ground floor glass could mitigate building

amage.

= Mutual Aid Agreements: Damage to equipment and the inability fo resupply
can be addressed through the establishment of mutual aid agreements to
provide assistance if local resources are not available.

» |ntelligence Sharing and Security Services: Security managers should establish
intelligence sharing processes to receive, distribute and share intelligence on
potential civil unrest activities. This information, along with law enforcement
g)ri.?fs and damage reports, should be used to update executives within the C-

vite.
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